Privacy Comes Cheap – How the Rise of Social Media and Online Technologies Have Devalued Privacy
Back in the early 1990’s when online giants such as Google and Facebook were finding their audience,
privacy was top of mind and often discussed as a major concern with regard to the rise of the internet
and digital technologies. Nowadays, one could argue that privacy considerations have been devalued to
an extent that one doesn’t even consider risks to privacy or personal electronic data anymore. As
demand for online services and the appetite for social media continues to increase, we seem to care less
and less about privacy, and are becoming more trusting that companies will protect our personal
information and use our data in ways that benefit us (by tailoring our ads in social media feeds and
websites we visit, predictive search technologies etc.). We readily accept the sacrificing of our privacy
for improvement of our online experience. For example,
sharing my data with Google Maps allows the software to
give me suggestions specific to my locations visited and
profile my travel habits. The more privacy you give up, the
more customized your online experience becomes. I also
love updating Google Maps as a Local Guide, providing
reviews and photos to help others searching for similar
info. When I travel I update Google Maps particularly with
areas that I know are more remote and hard to find.
Even the way we conceptualize privacy has changed with
the rise of digital technologies and social media. We used to safeguard our privacy by not releasing our
personal information; by selecting ‘no’ when asked to share our data for mobile applications and/or
website development. We used to read terms and conditions and be turned off by the sharing of
personal information, now we often just check the box and move on, often without reading the privacy
considerations and terms/conditions we’re agreeing to in creating our online accounts.
Research conducted on a global scale has shown that the relationship between privacy and selfdisclosure has indeed weakened over time. Social media sites such as Facebook, which now boasts over
one billion users, have encouraged a more relaxed attitude towards data sharing and privacy, which in
turn has increased self-disclosure.[1]
Facebook’s business model (and other social media sites such as Twitter, SnapChat, Instagram etc.)
depends on this de-valuing of privacy concerns. Social media companies benefit financially from users
sharing their personal data, and the perception that the online experience and services users receive is
of greater value than privacy. As long as advertisers value the digital analytics produced by our various
online accounts, privacy concerns will remain undervalued and continue to depreciate.[2]
Recently the Better Business Bureau (BBB) held their third annual ‘National Privacy Day’ (March 15th).
The BBB has this event to remind Canadians to
change their online passwords two to three times
per year to better protect their personal and
financial information online. Jeanette Jackson,
Director of Communications & Strategic
Partnerships for BBB serving Mainland British
Columbia has noted that by the end of the decade
the average person will have over 200 online
accounts. Jackson goes on to say, “While most of

those won’t be used much the information such as passwords, emails, and even credit card data is still
there.”[3]
The average person having 200 online accounts by the end of the decade demonstrates a shift to a more
relaxed and trusting attitude of consumers when it comes to privacy considerations and providing their
personal data to the myriad of online accounts used to manage their personal and financial information.
However, there are people working behind the scenes to bring a resurgence of privacy to digital
environments and online transactions. Since the onus of protecting our personal information has
somewhat shifted to corporate entities that bask in the ownership of user data and digital analytics of
consumer behaviours, it makes sense that privacy will regain its intrinsic value, but in a different
conceptual framework – via encryption and the continued development of cybersecurity. A key player in
this resurgence of privacy is Moxie Marlinspike*. Marlinspike co-founded a mobile security startup
company back in 2010 called Whisper, which was then acquired by social media giant Twitter in late
2011. Marlinspike then became head of cybersecurity at Twitter until 2013. Whisper developed
applications that provided end-to-end encrypted SMS messaging and voice calling (TestSecure and
RedPhone). These applications were later made open-source when Twitter acquired Whisper in 2011.[4]
Since Marlinspike left his prestigious position at Twitter, he’s been working on the development of new
technology breakthroughs that could bring a resurgence of value to privacy considerations, but in such a
way that allows us to retain our reliance on online accounts and our consumer appetite for social media.
Between 2014 and 2016 Marlinspike developed the Signal Protocol, an application that unified the
features of TextSecure and RedPhone, and worked with WhatsApp, Facebook, and Google to integrate
the Signal Protocol into their messaging services.[5] As a result one can now have ‘secret’ conversations
via Facebook applications such as Messenger where communications are encrypted and not saved in the
phone or application’s history. On February 21, 2018, Marlinspike and WhatsApp co-founder Brian
Acton announced the formation of the Signal Foundation.[6][7]
Marlinspike isn’t done yet – he is currently working on creating a streamlined digital currency that's
private, easy-to-use, and allows for quick transactions from any device.[8] This work could eventually
help cryptocurrencies get off the ground, as consumers would likely feel better about investing in and
spending digital currencies if they had better reassurances of financial security when it comes to this
type of online transactions. Marlinspike’s projects and track record are noteworthy for those following
technology developments and digital safeguards surrounding data ownership.
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